Sample Layout
You can include the following in any order you like:
Domain and Historical Analysis
The purpose of this section is to provide an overall assessment of the security risks posed by the domain of your case study. Your chapter must include:
· Introduction
An overview of case study, what it was about, the aim, how the case study is structured, sign post the rest of the document.

· Project overview.
· A description/overview of the product itself. 
· What is the product used for? 
· What is the development team like? 
· Are there any corporate sponsorships or connections? 
· Or is it primarily volunteer-driven? 
· How often does the project release?
· Discuss users, purpose, business objectives, development team, process, and any other information that might be relevant to understanding both the product. 
· Provide links (using just a regular hyperlink) to the project website, the source code repository, issue tracker, past vulnerabilities, and any other relevant information.

· Architecture Overview. Describe the architecture of the system. 
· What are the subsystems? If any? What does each subsystem do?
· Are there subsystems that are expressly security features? (e.g. encryption, authentication, payroll, credit card details) Describe these in more depth.
· Discuss the cost of developer mistakes in terms of the systems. For example "if a developer makes a mistake in this subsystem (payroll), what happens?"
· Do some parts of systems appear to be more susceptible to code-level vulnerabilities?
· How might compromising one subsystem affect the security (integrity, reliability, etc) of the others or of the system as a whole?
· External Systems interactions - How does the system’s interaction with external systems put it at risk? (eg connecting to bank..? or third party system)
· Consider how the architecture might change over time, has it already, could it?
· What are the trust boundaries of the system? 
· Use Diagrams as needed for this section.

· Product Assets. 
· Provide a listing (i.e. a table or figure) and discussion of the product resources, functionality, and intangible properties that an attacker would want to exploit. Be as comprehensive as possible, considering the system's environment. Here are some helpful questions to ask yourself about your product to build up your list.
· What is the data/information that this system has to protect? User data, company secrets, staff details, credit cards … etc..
· Is the overall availability of your product an asset to protect? 
· What are the "things" that this system is supposed to protect?

· Security Risks.
· What are some example security risks of this system?
· What kinds of data does this product protect?
· What are the ramifications if this software is compromised?

· Example Attacks. Provide some example scenarios (or actual attacks if they have been reported) of how someone could attack this system. Highlight what elements of CIA Triad (Confidentiality, Integrity, and Availability – we will cover this later) could be compromised. Here are some helpful tips on this section:
· Think about malicious actors for this system and what they would want to do to it and with it.
· Think about your assets. Is there an asset compromised in your example attack that is not in your asset list? Or, vice versa, what would an attack one of your assets look like?
· Include both the "how" and the "what"

· Vulnerability History. Vulnerabilities are engineering failures. You must research one vulnerability/bug that has be published for your product and provide an analysis. For the vulnerability, you must provide the following:
· A unique name, such as the Bug number
· A link to the development team's acknowledgment of this vulnerability. NOT the CVE entry, but to the original team acknowledging that they fixed this vulnerability.
· Link to the source code commit(s) (e.g. Git, SVN) where the vulnerability was fixed.
· Link to the source code commit(s) where the vulnerable code was originally introduced. (Use git blame and other annotation tools to traverse the history of the code). This is going to be an informed judgment call on your part - people don't usually track this data. Make this a part of the discussion.
· How can further vulnerabilities like this one be prevented from happening again?
· Do not just list when a vulnerability was reported or how long it took the team to fix it.
· Additionally, write a report on the vulnerability from your understanding, covering the following questions:
· In your words, what does the vulnerability allow?
· From a coding perspective, what was the specific mistake that was made?
· What software engineering practices could have helped find this problem?
· What category of CIA does this fall into?
· How long was the vulnerability in the system from the time it was introduced to fixed?
· How many different developers worked on this source code file(s) from when it was introduced to fixed?
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This Section is where you will relay your conclusion on the project, how secure is it, where could it be improved, was there anything that surprised you. Include a reflection on your learning and thoughts on the project.
